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Abstract 

This whitepaper examines the strategic imperative of deeply integrating Web Application 
Firewalls (WAFs) within public safety environments. It explores how WAFs serve as a 
foundational defense to achieve and maintain stringent Criminal Justice Information 
Services (CJIS) compliance, while simultaneously fortifying systems against the long-term, 
emerging threat of quantum-powered cyberattacks. The discussion encompasses WAF 
capabilities, various deployment models, and their direct mapping to CJIS requirements. 
Furthermore, the evolving role of WAFs in a quantum-resilient future is analyzed. The report 
also addresses critical implementation considerations, including DevSecOps integration 
and ecosystem synergy, culminating in a comprehensive cost-benefit analysis and 
actionable recommendations for public safety agencies to proactively secure their vital 
information assets. 

1. Introduction 

The Imperative of Securing Criminal Justice Information 

Public safety systems are the custodians of Criminal Justice Information (CJI), a category of 
data inherently sensitive and absolutely critical for the effective operation of law 
enforcement, the administration of justice, and the overarching assurance of public safety. 
This encompasses a wide spectrum of data, from ongoing investigative details to 
comprehensive citizen records. The confidentiality, integrity, and availability of CJI are not 
merely best practices; they are paramount requirements, meticulously outlined by the 
FBI's Criminal Justice Information Services (CJIS) Security Policy. This policy provides a 
comprehensive framework of guidelines and requirements for the protection of such 
information, and adherence to it is a legal mandate for all agencies that access and utilize 
CJI.    

Dual Challenges: Stringent CJIS Compliance and the Emerging Quantum Threat 

Public safety agencies currently navigate a complex security landscape characterized by 
two distinct yet equally pressing challenges. On one hand, there is the immediate and 
legally binding mandate of CJIS compliance. This necessitates the implementation of 
robust security measures across all phases of data handling, including its collection, 
processing, storage, and transmission. This is not a one-time endeavor but an ongoing 
obligation, subject to regular audits and stringent verification processes.    



Concurrently, a profound, long-term threat is emerging from the advancements in quantum 
computing. This technology holds the potential to render current cryptographic standards 
vulnerable, posing an existential risk to the security of CJI, especially given its often 
extensive retention periods. While quantum computers capable of breaking modern 
encryption are not yet widely available, the implications of this future capability demand 
proactive preparation today. This "harvest now, decrypt later" paradigm, where encrypted 
data is collected today with the expectation of future decryption, makes the threat 
particularly acute for sensitive information like CJI, which may retain its value for decades.    

Whitepaper Objective: WAFs as a Cornerstone for Addressing These Challenges 

This whitepaper aims to meticulously explore the strategic deep integration of Web 
Application Firewalls (WAFs) as a critical component within a multi-layered defense 
strategy for public safety. The analysis will demonstrate how WAFs can serve as a vital layer 
of protection for web-facing applications, thereby addressing both the immediate, pressing 
needs of CJIS compliance and the proactive, forward-looking preparation required for a 
quantum-resilient future. WAFs, in this context, are not merely reactive tools designed to 
block known attacks; they are strategic enablers that can significantly enhance an 
organization's long-term security posture and ensure the enduring trustworthiness of 
public safety operations. 

2. The Web Application Threat Landscape in Public Safety 

Common Web Application Vulnerabilities (OWASP Top 10) Relevant to Public Safety 

Web applications, encompassing citizen portals, internal data access systems, and 
evidence management platforms, represent attractive targets for cyberattacks. Their 
exposure to the internet and the sensitive nature of the data they process make them 
particularly vulnerable. The OWASP Top 10 provides a foundational understanding of the 
ten most prevalent web application security risks, serving as an indispensable resource for 
secure code development and comprehensive testing. These vulnerabilities are highly 
pertinent to public safety applications:    

• A01: Broken Access Control: This vulnerability is consistently identified as the 
most serious web application security risk. It allows attackers to bypass 
authorization checks, gaining unauthorized access to resources or data they should 
not be able to reach, potentially escalating user privileges. In the context of public 
safety, this could translate to unauthorized individuals accessing confidential case 
files, sensitive suspect databases, or even critical dispatch systems, with 
potentially severe operational and legal ramifications.    



• A02: Cryptographic Failures: Formerly known as "Sensitive Data Exposure," this 
category highlights failures in cryptographic implementations that can lead to the 
exposure of sensitive data. For public safety agencies, such failures could result in 
the compromise of encrypted Criminal Justice Information (CJI) while in transit or at 
rest, directly undermining its confidentiality and integrity.    

• A03: Injection: This class of vulnerabilities occurs when applications process 
untrusted data without proper sanitization, enabling attackers to "inject" malicious 
code. Common examples include SQL Injection, OS command injection, and Cross-
Site Scripting (XSS). Exploiting these flaws could lead to the corruption or exfiltration 
of CJI, disruption of essential public safety services, or even arbitrary code 
execution within critical systems.    

• A05: Security Misconfiguration: This category encompasses common errors such 
as overly broad permissions, insecure default values left unchanged, or overly 
revealing error messages, all of which can provide attackers with straightforward 
pathways to compromise applications. This risk is particularly pronounced in the 
complex, interconnected, and often custom-built systems characteristic of public 
safety environments.    

• A07: Identification and Authentication Failures: This vulnerability involves 
weaknesses in how applications identify and authenticate users and manage 
credentials. Examples include reliance on weak or easily guessable passwords, the 
absence of robust password policies, or the lack of multi-factor authentication 
(MFA). Given that CJIS explicitly mandates strong authentication, including MFA, this 
represents a direct and significant compliance concern for public safety agencies.    

• A08: Software and Data Integrity Failures: This newer category focuses on 
vulnerabilities arising from assumptions made about the integrity of software 
updates, critical data, and Continuous Integration/Continuous Delivery (CI/CD) 
pipelines without adequate verification. In public safety, such failures could 
compromise the reliability of digital evidence, operational data, or the very integrity 
of the applications supporting critical functions.    

How These Vulnerabilities Can Lead to CJIS Violations or Compromise Sensitive Data 

The exploitation of these web application vulnerabilities directly undermines the core 
tenets of CJIS: the confidentiality, integrity, and availability of Criminal Justice Information. 
For instance, a successful Broken Access Control attack or an Identification and 
Authentication Failure could grant unauthorized individuals access to CJI, directly violating 
the stringent CJIS mandates for access control. Such breaches fundamentally contradict 



the CJIS principle of restricting user access to the absolute minimum necessary for job 
functions.    

Similarly, Injection attacks or Cryptographic Failures could lead to the unauthorized 
modification, destruction, or exposure of sensitive data. This directly contravenes CJIS 
requirements for data integrity and confidentiality, both in transit and at rest. Furthermore, 
Security Misconfigurations or the presence of Vulnerable and Outdated Components could 
create pathways for malicious actors to bypass existing security controls, resulting in data 
breaches that necessitate formal incident response and reporting procedures as stipulated 
by CJIS.    

Unique Operational Context: The Need for Robust Yet Non-Disruptive Security 

Public safety applications are distinct in their mission-critical nature, supporting essential 
services such as emergency response, law enforcement investigations, and judicial 
processes. These systems demand unwavering availability and exceptional performance. 
Consequently, any security measure implemented within this domain must be robust 
enough to withstand sophisticated cyberattacks while simultaneously operating without 
causing disruption or introducing unacceptable latency. The reason for this strict 
requirement is profound: false positives, where legitimate traffic is mistakenly blocked, or 
performance bottlenecks could have severe real-world consequences. Such issues might 
impede emergency services, delay critical investigations, or even compromise the integrity 
of judicial proceedings. The delicate balance between maintaining an impregnable security 
posture and ensuring uninterrupted operational continuity is, therefore, an exceptionally 
critical consideration in the public safety sector.    

3. Web Application Firewalls (WAFs): A Foundational Defense 

3.1 WAF Functionality and Capabilities 

Understanding Layer 7 Protection and WAF Operation 

A Web Application Firewall (WAF) operates as a specialized security layer, meticulously 
designed to protect web applications and APIs by filtering, monitoring, and actively 
blocking malicious web traffic. Unlike traditional network firewalls, which typically function 
at lower layers of the Open Systems Interconnection (OSI) model, a WAF operates 
precisely at Layer 7, the application layer. This unique positioning grants the WAF the ability 
to understand and inspect the actual content of HTTP and HTTPS requests and responses. 
This deep understanding enables precise filtering and protection based on expected data 
patterns and application logic. Functioning "inline," the WAF sits strategically between the 
web application and the internet, meticulously detecting and responding to malicious 
requests    



before they ever reach the web application or its underlying server. While it is important to 
note that WAFs do not inherently fix the underlying vulnerabilities within the application 
code itself, their crucial role lies in preventing attacks from exploiting those existing flaws.    

Key WAF Features 

WAFs incorporate a suite of powerful features that collectively form a robust defense for 
web applications: 

• Input Validation and Sanitization (SQL Injection, XSS): A core capability of WAFs 
involves the rigorous inspection of user input. This process is designed to prevent 
common and dangerous attacks such as SQL Injection and Cross-Site Scripting 
(XSS). By ensuring that incoming data adheres to expected patterns and by 
meticulously stripping out malicious characters, WAFs directly mitigate the 
pervasive "Injection" category of vulnerabilities identified in the OWASP Top 10.    

• Access Control Enforcement (e.g., session management, rate limiting, IP 
reputation): WAFs are instrumental in enforcing granular access controls at the 
application layer, providing a critical layer of defense that complements broader 
Identity and Access Management (IAM) solutions. They can validate the integrity of 
user sessions, enforce rate limiting on suspicious login attempts to thwart brute-
force attacks , and block access from known malicious IP addresses based on 
reputation feeds.    

• Bot Management and DDoS Mitigation (Layer 7): Modern WAFs are specifically 
equipped to identify and mitigate automated attacks originating from malicious 
bots. This includes sophisticated threats like credential stuffing, where attackers 
attempt to log in using stolen credentials, and web scraping, which can exfiltrate 
large volumes of data. Furthermore, WAFs are highly effective at absorbing and 
mitigating Layer 7 Distributed Denial of Service (DDoS) attacks, ensuring the 
continuous availability of web applications.    

• API Security: As web applications increasingly rely on Application Programming 
Interfaces (APIs) for data exchange, WAFs have evolved to extend their protection to 
API traffic. They actively filter and monitor API interactions for malicious activity, 
ensuring that these critical communication channels remain secure.    

• Real-time Logging and Anomaly Detection: WAFs generate comprehensive and 
detailed logs of all web application traffic, security events, and attempted attacks. 
This rich data provides invaluable insights for security teams. Beyond signature-
based detection, WAFs can employ heuristic or anomaly-based detection 
techniques. This allows them to analyze traffic behavior and flag deviations from 



normal usage patterns, thereby identifying suspicious activities that may not match 
existing known attack signatures.    

• Virtual Patching Capabilities: A particularly powerful and strategic feature, virtual 
patching enables WAFs to shield web applications from known vulnerabilities 
without requiring any alterations to the underlying application source code. This 
capability provides immediate and critical protection against emerging threats, 
affording development teams invaluable time to thoroughly plan and implement 
permanent code-level fixes.    

3.2 WAF Deployment Models in Public Safety Context 

WAFs can be deployed using various models, each presenting distinct advantages and 
considerations: network-based (often as an appliance), host-based, or cloud-based. The 
selection of a deployment model is a pivotal decision for public safety agencies, as it 
significantly influences factors such as data residency, system performance, scalability, 
and the ease of integration with existing infrastructure.    

• Network-Based (Appliance): This model typically involves deploying a physical or 
virtual appliance within the agency's own data center, positioned strategically in 
front of the web servers. 

o Pros: This model offers a high degree of control over both hardware and 
software configurations, making it a preferred choice for environments with 
exceptionally stringent regulatory requirements and specific performance 
demands. Crucially, data residency is fully controlled on-premises, which is 
a substantial advantage for meeting strict CJIS compliance mandates.    

o Cons: Network-based appliances often necessitate significant upfront 
capital investment in hardware, coupled with ongoing maintenance costs 
and the need for dedicated IT staff to manage them. Scalability can be 
constrained by the physical infrastructure, potentially requiring costly and 
time-consuming upgrades to accommodate surges in traffic. 

• Host-Based: In this model, the WAF is integrated directly into the web server or the 
application environment itself, frequently as a software module. 

o Pros: Host-based WAFs provide very granular control and can be highly 
optimized for the specific application they protect. They possess the unique 
ability to inspect traffic after it has been decrypted, offering deeper insights 
into application-level interactions. 



o Cons: This approach can introduce performance overhead on the individual 
server, and it requires separate management and configuration on each host. 
It may also lack centralized visibility or consistent policy enforcement across 
multiple applications, leading to increased management complexity and 
potential inconsistencies in security posture. 

• Cloud-Based: Cloud-based WAFs are offered as a service by major cloud providers 
(e.g., AWS WAF, Azure WAF) or by specialized third-party vendors. This model offers 
considerable flexibility, capable of protecting applications deployed on-premises, 
within cloud-based Infrastructure as a Service (IaaS) and Platform as a Service 
(PaaS) environments, and in complex hybrid setups.    

o Pros: Cloud-based WAFs inherently offer significant scalability and flexibility, 
substantially minimizing the need for hardware investments and reducing 
ongoing maintenance overhead. Public cloud WAFs are particularly notable 
for their elasticity, global coverage, and flexible on-demand scaling 
capabilities. They can be readily extended with vendor-managed security 
modules, simplifying deployment and management.    

o Cons: 

▪ Data Residency and Jurisdiction: This is a paramount concern for 
public safety agencies. CJIS data, by its nature, often carries strict 
data residency requirements. Public cloud models, where the 
underlying infrastructure and services are fully managed by a third-
party provider and shared across multiple customers, can introduce 
complexities regarding data residency and compliance due to less 
direct control over infrastructure and network boundaries. 
Conversely, private cloud or "Bring Your Own Cloud" (BYOC) models 
offer substantially greater control over the location of data processing 
and residency, making them considerably more suitable for "sovereign 
/ high-security orgs" with stringent compliance obligations.    

▪ Performance Latency: While generally designed for high scalability, 
WAFs can introduce performance latency if their throughput capacity 
is not adequately planned for applications with high traffic volumes or 
exceptionally low latency requirements. This is particularly true when 
complex rules are applied and SSL/TLS inspection is enabled. Careful 
consideration is necessary to prevent the WAF from becoming a 
bottleneck for critical public safety applications.    



▪ Scalability and Resilience: Cloud-based WAFs inherently provide 
high levels of scalability and resilience, automatically distributing 
workload demands and effectively handling traffic spikes.    

▪ Integration with Existing Infrastructure: Cloud WAFs typically 
integrate seamlessly with existing cloud environments. However, in 
hybrid deployments, meticulous architectural planning is essential to 
prevent security policy fragmentation and duplication, which can lead 
to increased operational overheads in both maintenance and 
monitoring.    

The capabilities of WAFs to provide virtual patching offer a significant advantage for public 
safety agencies, particularly those grappling with legacy systems. These older applications 
are often difficult or prohibitively expensive to update, creating a substantial amount of 
technical debt. WAFs, by offering immediate protection against known exploits without 
requiring changes to the underlying application code, effectively act as a protective shield 
for these vulnerable systems. This buys critical time for agencies to strategically plan and 
execute comprehensive modernization efforts, all while ensuring that sensitive CJI remains 
protected from active threats. This capability is not merely a convenience; it is a crucial 
mechanism for managing and mitigating the inherent risks associated with technical debt, 
a pervasive challenge across many government IT infrastructures.    

Furthermore, public safety agencies often encounter a fundamental strategic decision 
when selecting a WAF deployment model. Public cloud WAFs offer compelling benefits in 
terms of operational agility, rapid scalability, and ease of adoption. However, these 
advantages must be weighed against the stringent data residency and control 
requirements mandated by CJIS. The CJIS policy emphasizes the secure handling and 
transmission of sensitive data and outlines physical security measures for data storage. 
This creates a direct and often challenging trade-off between the convenience and 
scalability of public cloud solutions and the imperative to maintain unequivocal control 
over CJI data location and processing. Consequently, the choice of WAF deployment model 
transcends a mere technical preference; it becomes a profound strategic decision 
impacting compliance and risk management. This often leads agencies to favor private 
cloud, "Bring Your Own Cloud" (BYOC), or sophisticated hybrid models. These approaches 
aim to harness the benefits of cloud scalability and managed services while unequivocally 
retaining the necessary control over CJI data location, processing, and access to satisfy 
CJIS mandates. This trajectory suggests that hybrid WAF deployments are likely to become 
the standard for public safety, balancing innovation with regulatory adherence.    

4. WAFs and CJIS Compliance: A Direct Link 



4.1 Mapping WAF Capabilities to CJIS Security Policy Requirements 

The CJIS Security Policy stands as a comprehensive framework of guidelines designed to 
protect the confidentiality, integrity, and availability of Criminal Justice Information (CJI). 
This policy mandates rigorous security measures, many of which are directly supported 
and significantly enhanced by the functionalities inherent in Web Application Firewalls 
(WAFs), positioning WAFs as an indispensable tool for achieving and maintaining 
compliance.    

• Authentication and Authorization: 

o The CJIS policy explicitly requires the implementation of "strong 
authentication mechanisms," which include Multi-Factor Authentication 
(MFA), the use of complex passwords (mandating at least 15 characters), and 
the assignment of unique identification for each user. Furthermore, it strictly 
mandates restricting access to CJI based on the "need-to-know" principle, 
often operationalized through "role-based access control".    

o WAF Contribution: WAFs play a crucial role in enforcing robust access 
controls at the application layer, thereby acting as a critical complement to 
broader Identity and Access Management (IAM) solutions. They can validate 
the integrity of user sessions, enforce rate limiting on suspicious login 
attempts to prevent brute-force attacks , and actively block unauthorized 
access attempts. In doing so, WAFs directly support CJIS requirements 
pertaining to "Access Controls" and "Identification and Authentication". 
While WAFs do not inherently perform the MFA process themselves, they can 
enforce policies that    

mandate such strong authentication before granting access to the application, effectively 
serving as a vigilant gatekeeper. 

• Audit and Accountability: 

o CJIS mandates that all systems handling CJI must "generate audit records for 
all actions involving CJI." These records must meticulously detail who 
accessed the information (user identification), when the access occurred 
(timestamps), what specific actions were performed (e.g., viewing, 
modifying, deleting), and precisely which records were accessed. These 
audit logs are required to be retained for a minimum of one year and must be 
reviewed regularly to detect any unauthorized activities.    



o WAF Contribution: WAFs are instrumental in fulfilling this requirement by 
generating detailed audit logs for all incoming web application traffic, 
blocked threats, and user actions. This granular logging provides crucial data 
for comprehensive audit trails and thorough incident forensics, directly 
contributing to the "Auditing and Accountability" section of the CJIS policy. 
These logs can be meticulously analyzed to identify security incidents and 
pinpoint false positives, ensuring an accurate understanding of application 
activity.    

• System and Communications Protection: 

o The CJIS policy stipulates that information must be "protected during 
transmission and storage." This protection is achieved through the use of 
FIPS 140-2 validated encryption for data in transit and AES-256 encryption for 
data at rest. Additionally, the policy specifies the implementation of 
"boundary protection (firewalls)" between networks.    

o WAF Contribution: As specialized Layer 7 firewalls, WAFs provide essential 
"boundary protection" specifically tailored for web applications, 
meticulously filtering malicious web traffic before it can reach the 
application server. They are critical in protecting data integrity and 
confidentiality both in transit and at the application boundary by effectively 
blocking web-borne attacks, such as SQL Injection and XSS, that could 
otherwise compromise sensitive data. While WAFs do not directly manage 
FIPS 140-2 encryption or AES-256 for data at rest, they ensure that the    

application layer interactions involved in transmitting or accessing this data are secure and 
compliant. 

• Configuration Management: 

o CJIS requires organizations to "control changes to their systems" through a 
structured process. This involves documenting baseline configurations, 
rigorously analyzing the security impacts before implementing any changes, 
testing updates in non-production environments, and maintaining 
comprehensive inventories of all system components.    

o WAF Contribution: WAFs significantly aid in vulnerability management 
through their virtual patching capabilities. By providing immediate protection 
against known vulnerabilities without necessitating changes to the 
underlying application code, WAFs afford agencies valuable time to properly 
test and implement permanent fixes in strict accordance with their 



established configuration management processes. This ensures that the 
security posture of web applications is continuously maintained, even as 
underlying vulnerabilities are addressed through controlled and audited 
changes, thereby ensuring ongoing compliance.    

4.2 Enhancing Data Integrity and Confidentiality 

Web Application Firewalls serve as a critical first line of defense against common web-
borne attacks that directly threaten the integrity and confidentiality of Criminal Justice 
Information. By proactively blocking attacks such as SQL Injection and Cross-Site Scripting 
(XSS), WAFs prevent unauthorized access, modification, or destruction of sensitive data. 
This direct, preventative protection ensures that personal and criminal justice data 
remains confidential and intact, aligning perfectly with CJIS mandates for data integrity and 
comprehensive breach prevention. Furthermore, WAFs contribute to maintaining secure 
communication protocols, thereby ensuring that sensitive data transmitted via web 
applications is consistently protected from interception or tampering. They function as a 
vital and intelligent checkpoint for all data flowing into and out of web applications that 
handle CJI.    

4.3 Audit and Accountability: The Importance of WAF Logs for Digital Evidence Chain 
of Custody 

WAF logs are an invaluable resource for CJIS auditing, incident response, and forensic 
analysis. These logs provide meticulous records of all web requests, blocked threats, and 
user actions, including critical details such as client IP addresses, precise timestamps, 
and the specific security rules that were triggered. This granular data is absolutely essential 
for detecting unauthorized activities and for conducting thorough, detailed investigations.    

The concept of chain of custody involves meticulously tracking the movement and control 
of an asset throughout its lifecycle, documenting precisely who handled it, when, and for 
what purpose, all to ensure its authenticity and integrity. A break in this chain can critically 
compromise the reliability and admissibility of evidence. WAF logs contribute significantly 
to establishing an irrefutable chain of custody for digital evidence by:    

• Documenting Access and Actions: WAF logs record "who accessed the 
information (user identification)," "when the access occurred (timestamps)," and 
"what actions were performed". This detailed transactional data, captured precisely 
at the application boundary, forms a crucial and verifiable digital trail of interactions 
with CJI.    

• Identifying Anomalies and Suspicious Activity: By comprehensively logging all 
web traffic and security events, WAFs are uniquely positioned to pinpoint 



"unauthorized activities" and "anomalies". These are critical indicators of potential 
breaches, data tampering, or other malicious activities, enabling early detection of 
incidents.    

• Supporting Forensic Analysis: The ability to precisely trace specific requests, 
identify their origin (such as IP address or user agent), and determine which security 
rules were activated provides a robust foundation for in-depth forensic analysis. 
This detailed logging ensures that security teams can reconstruct events accurately, 
thereby supporting the authenticity and integrity of collected digital evidence. 

To illustrate the direct alignment of WAF capabilities with CJIS Security Policy 
requirements, the following table provides a detailed mapping: 

CJIS Security Policy 
Requirement Area 

Relevant CJIS Mandates 
(Examples) 

WAF Capabilities & Contribution 

Identification & 
Authentication 

Strong authentication 
(MFA, complex passwords, 
unique IDs); Restricted 
access (role-based, need-
to-know)    

Enforces strong access controls at 
application layer; Rate limiting on login 
attempts; Validates session integrity; 
Blocks unauthorized access attempts    

Audit & 
Accountability 

Generate audit records 
(who, when, what, which 
records); Retain logs for 1+ 
year; Regular review for 
unauthorized activity    

Generates detailed logs of all web 
traffic, security events, and blocked 
threats; Provides granular data for audit 
trails and incident forensics; Aids in 
detecting anomalies and unauthorized 
activities    

System & 
Communications 
Protection 

Protect data in transit (FIPS 
140-2 encryption); 
Boundary protection 
(firewalls)    

Acts as Layer 7 boundary protection for 
web applications; Filters malicious web 
traffic; Protects data integrity and 
confidentiality at application boundary 
from web-borne attacks (SQLi, XSS)    

Configuration 
Management 

Control system changes; 
Document baseline 
configurations; Test 
updates in non-production; 

Provides virtual patching capabilities, 
offering immediate protection against 
vulnerabilities without code changes; 
Allows time for proper testing and 



CJIS Security Policy 
Requirement Area 

Relevant CJIS Mandates 
(Examples) 

WAF Capabilities & Contribution 

Maintain system 
inventories    

implementation of permanent fixes 
within controlled change processes    

Incident Response 

Define procedures for 
detecting, reporting, 
containment, mitigation, 
investigation, recovery; 
Notify affected parties    

Real-time logging and anomaly 
detection enable early identification of 
security incidents; Provides critical 
forensic data for investigation and root 
cause analysis; Supports rapid 
response by blocking ongoing attacks    

Table 1: WAF Features Mapping to CJIS Security Policy Controls 

5. Preparing for the Quantum Threat: The Role of WAFs 

5.1 The Quantum Computing Threat to Public Safety Cryptography 

The advent of quantum computing presents a profound and potentially disruptive threat to 
current cryptographic standards, particularly for sectors like public safety that rely heavily 
on long-term data retention. This emerging danger is best understood through the "harvest 
now, decrypt later" attack paradigm. This strategy involves malicious actors intercepting 
and stockpiling vast quantities of currently encrypted data, with the patient expectation 
that future, sufficiently powerful quantum computers will be able to decrypt this 
information, potentially years or even decades after its initial capture.    

Specific current cryptographic standards are particularly vulnerable to quantum 
algorithms. Shor's Algorithm, a landmark quantum algorithm, is capable of factoring large 
semiprime integers in polynomial time. This capability directly undermines the security of 
widely used public-key cryptographic systems such as RSA (Rivest–Shamir–Adleman) and 
ECC (Elliptic Curve Cryptography). These algorithms form the foundation of secure 
communication protocols like TLS/SSL (Transport Layer Security/Secure Sockets Layer), 
which encrypt web traffic, and are also crucial for digital signatures used in code signing 
and data integrity verification. If a quantum adversary captures a TLS handshake today, 
they could, in the future, use Shor's Algorithm to recover the session keys, compromising 
all past and future communications.    

Another significant quantum algorithm, Grover's Algorithm, provides a quadratic speed-up 
for brute-force searches. While it does not break symmetric ciphers entirely, it effectively 



halves their bit strength. For example, AES-256's security could effectively drop to roughly 
128-bit strength.    

The threat posed by quantum computing is particularly acute for Criminal Justice 
Information (CJI) due to public safety's inherent need for long-term data retention. 
Regulations and operational requirements often mandate that sensitive CJI, such as 
personal identifiers, medical records, financial data, and legal documents, must remain 
secure for extended periods, sometimes for 10, 20, or even more years. This means that 
data encrypted today, which is currently considered secure, could become tomorrow's 
liability if harvested by an adversary. The delayed nature of this threat makes detection and 
mitigation significantly more challenging than typical cyberattacks, as breaches may have 
already occurred without any immediate visible signs of intrusion. This creates a hidden 
risk: compliance-driven data retention could unintentionally expand the attack surface for 
future quantum-enabled breaches, unless organizations proactively adopt post-quantum 
cryptographic protections.    

5.2 Post-Quantum Cryptography (PQC) Integration and Crypto-Agility 

To counter the impending quantum threat, the field of Post-Quantum Cryptography (PQC) 
is developing new algorithms believed to resist both classical and quantum attacks. The 
National Institute of Standards and Technology (NIST) has been leading a rigorous 
standardization process for these algorithms. As a result of this process, NIST has selected 
initial algorithms for standardization, including CRYSTALS-Kyber (now known as ML-KEM) 
for key establishment and CRYSTALS-Dilithium (ML-DSA), Falcon (FN-DSA), and SPHINCS+ 
(SLH-DSA) for digital signatures. These new standards are intended to protect sensitive 
information well into the foreseeable future, even after the advent of cryptanalytically 
relevant quantum computers.    

A crucial concept in preparing for this transition is "crypto-agility". Crypto-agility refers to 
the capacity of an information system to swiftly and efficiently switch out cryptographic 
primitives and algorithms without causing system disruption. This capability is vital for 
maintaining system and data security in a dynamic threat environment, enabling 
organizations to adapt flexibly to emerging threats, vulnerabilities, and regulatory 
requirements. It also plays a significant role in incident response and contributes to an 
organization's overall cyber resilience. The impending arrival of quantum computers 
capable of breaking existing asymmetric cryptography has significantly heightened 
awareness of crypto-agility's importance.    

WAFs can play a supportive role in this critical transition to PQC: 



• Managing and Enforcing New PQC-enabled TLS Connections: As organizations 
begin to deploy PQC-enabled TLS connections, WAFs can be configured to manage 
and enforce policies around these new cryptographic protocols. This involves 
ensuring that only approved PQC or hybrid (classical + PQC) cipher suites are used 
for communication with web applications. Some security platforms are already 
integrating hybrid PQC algorithms like X25519Kyber768, demonstrating the 
feasibility of adapting to these new standards.    

• Potentially Inspecting and Protecting Traffic Secured with Hybrid or Pure PQC 
Algorithms: A significant challenge for security infrastructure, including WAFs, will 
be the ability to decrypt and inspect traffic secured with new PQC or hybrid PQC 
algorithms for deep packet inspection. If WAFs cannot process these new 
cryptographic protocols, it could create security blind spots, hindering compliance 
enforcement, data loss prevention (DLP), and threat detection. The evolution of 
WAFs will need to address this capability, potentially through upgrades to their 
cryptographic stacks with quantum-aware TLS libraries.    

• Acting as a Policy Enforcement Point for PQC Adoption Across Various Web 
Applications: WAFs can serve as a centralized policy enforcement point, ensuring 
that web applications adhere to the agency's PQC adoption roadmap. This includes 
mandating the use of specific PQC algorithms, managing the transition from legacy 
ciphers, and enforcing hybrid encryption strategies where classical and quantum-
resistant methods are combined.    

5.3 Evolving WAFs for a Quantum-Resilient Future 

The evolution of WAF capabilities to specifically handle quantum-era traffic and threats is a 
subject of ongoing development and strategic planning. A key question revolves around 
whether WAFs will need to natively support Post-Quantum Cryptography (PQC) algorithms 
for deep packet inspection, or if their primary role will remain at the application logic layer, 
largely independent of the underlying cryptography. 

Currently, if SSL traffic matches a decryption policy, some next-generation firewalls can 
detect and prevent negotiation with PQC or hybrid PQC algorithms, forcing clients to 
negotiate with classical algorithms. This suggests a role in managing the    

transition by controlling which cryptographic methods are allowed. However, for full deep 
packet inspection of PQC-encrypted traffic, WAFs would indeed need to evolve to natively 
support these new algorithms. This would require significant upgrades to their 
cryptographic stacks and potentially new hardware acceleration to manage the 
computational overhead of decrypting and re-encrypting PQC traffic. The challenge is 



substantial, as integrating PQC methods can disrupt traditional decryption, inspection, 
and security workflows.    

Beyond simply processing PQC traffic, WAFs might also play a crucial role in identifying 
and preventing attacks that exploit weaknesses in PQC implementations during the 
transition phase. As new PQC algorithms are deployed, there will inevitably be a learning 
curve and potential for implementation flaws. WAFs, with their anomaly detection and 
behavioral analysis capabilities, could be adapted to: 

• Detect Malformed PQC Handshakes: Identify deviations from expected PQC 
protocol behavior that could indicate an attempted exploit. 

• Monitor for PQC Downgrade Attacks: Prevent attackers from forcing a downgrade 
from PQC to vulnerable classical algorithms. 

• Analyze Application Behavior Post-PQC Transition: Observe if the introduction of 
PQC leads to new, unexpected application vulnerabilities that could be exploited. 

• Enforce PQC Policy Compliance: Ensure that applications are correctly configured 
to use the mandated PQC algorithms and that no insecure fallbacks are being 
exploited. 

This suggests a future where WAFs remain critical, not just as a barrier against known web 
application attacks, but as an adaptable enforcement point that understands and protects 
the cryptographic layer, even as that layer undergoes a fundamental transformation. Their 
ability to log and analyze traffic will be paramount in detecting any anomalies or attacks 
targeting the novel aspects of PQC implementations, providing a vital safety net during the 
complex migration period. 

6. Implementation and Operational Considerations for Deep WAF Integration 

6.1 Phased Approach and Strategic Planning 

Implementing a Web Application Firewall, particularly its deep integration into public safety 
environments, necessitates a strategic, phased approach rather than an abrupt 
deployment. This methodical strategy minimizes disruption to critical operations and 
maximizes the effectiveness of the WAF. The initial steps should involve a thorough 
baseline traffic analysis to understand normal application behavior and traffic patterns. 
This understanding is crucial for tailoring WAF rules to the specific needs of the 
environment, significantly reducing the risk of false positives and false negatives. Following 
this analysis, agencies should prioritize testing the WAF in non-production environments. 
This allows for rigorous evaluation of its impact on application performance and the 
efficacy of its security policies without affecting live systems. Only after successful testing 



should there be a gradual policy enforcement, starting with a monitoring or "soft blocking" 
mode before transitioning to full blocking policies. This iterative process ensures that the 
WAF is finely tuned to protect against genuine threats while maintaining the uninterrupted 
performance and user experience essential for public safety operations.    

6.2 Policy Management, Tuning, and Minimizing False Positives 

Effective WAF operation hinges on continuous policy management and meticulous tuning. 
This is particularly critical in public safety, where false positives are largely unacceptable 
due to their potential to disrupt critical operations. A false positive could, for instance, 
block a legitimate emergency request or prevent an officer from accessing vital 
information. Therefore, WAF policies must be fine-tuned based on application-specific 
traffic patterns, allowing for custom allowlists for legitimate queries and exclusion lists for 
known safe URLs or parameters that might otherwise trigger alerts.    

Minimizing false negatives, where actual attacks are missed, is equally important. This 
requires adopting context-aware security policies that track user behavior over time, 
leveraging machine learning for adaptive security models, and correlating WAF data with 
external threat intelligence feeds. Regular updates to WAF signatures are essential to keep 
pace with evolving attack vectors. Automation plays a key role here, ensuring that WAF 
rules are kept current with the latest threats and vulnerabilities. Furthermore, a risk-based 
approach to blocking, potentially integrating dynamic application security testing (DAST) 
with the WAF, can help prioritize and mitigate application-specific vulnerabilities more 
effectively, ensuring proactive security while minimizing operational impact.    

6.3 DevSecOps and the Secure Development Lifecycle 

Integrating WAFs into a DevSecOps pipeline represents a strategic shift in how public 
safety applications are developed and secured. DevSecOps emphasizes "shifting security 
left," meaning security considerations are embedded early and continuously throughout 
the software development lifecycle (SDLC), rather than being a post-development 
afterthought. This approach transforms security into a continuous, collaborative 
responsibility shared among development, security, and operations teams.    

In a DevSecOps framework, WAFs can be configured to: 

• Provide Runtime Protection: WAFs protect applications in production by blocking 
injection attacks (SQL, XSS), protocol abuse, and known exploit payloads. This acts 
as a crucial safety net even if vulnerabilities are missed earlier in the SDLC.    

• Inform Secure Development: Logs and alerts from the WAF can provide valuable 
feedback to development teams about real-world attack patterns and 



vulnerabilities being exploited. This information can then be used to refine secure 
coding guidelines and perform more targeted threat modeling in future development 
cycles.    

• Automate Security Checks: While WAFs primarily operate at runtime, their 
integration with CI/CD pipelines can involve automated testing of WAF rules and 
configurations, ensuring that new deployments do not introduce security 
misconfigurations or bypass WAF protections. This helps in detecting issues earlier, 
leading to faster resolution and reduced production incidents.    

Collaboration between development, security, and operations teams is paramount for this 
integration to succeed. It fosters a shared understanding of security risks and 
responsibilities, leading to more resilient applications and a more efficient security posture 
overall.    

6.4 Integration with Existing Security Ecosystem 

The effectiveness of a WAF is significantly amplified when it is not an isolated solution but 
deeply integrated into the broader security ecosystem of a public safety agency. This 
synergistic approach maximizes visibility, automates responses, and streamlines security 
operations. 

Key integrations include: 

• SIEM (Security Information and Event Management): WAFs generate extensive 
logs detailing web traffic, security events, and blocked attacks. Integrating these 
logs with a SIEM system centralizes security monitoring, allowing for real-time 
correlation of WAF alerts with data from other security sources across the 
organization. This enables faster detection of malicious activities and expedites 
incident response. SIEMs can also facilitate compliance reporting by methodically 
logging security data.    

• SOAR (Security Orchestration, Automation, and Response): SOAR platforms can 
ingest alerts from the WAF and the SIEM, enabling automated incident analysis and 
response procedures. For example, if a WAF detects a sustained attack from a 
specific IP address, SOAR can automatically trigger actions such as blocking that IP 
at the network perimeter, enriching the alert with threat intelligence, and notifying 
relevant security teams. This automation reduces manual effort and accelerates 
response times.    

• Vulnerability Management Systems: While WAFs provide virtual patching to 
mitigate known vulnerabilities at the application layer , they do not fix the underlying 



code flaws. Integrating WAFs with vulnerability management systems allows 
agencies to correlate WAF-protected vulnerabilities with identified code 
weaknesses. This provides a clearer picture of the actual risk posture and helps 
prioritize permanent remediation efforts within the development lifecycle.    

• Identity and Access Management (IAM) Solutions: WAFs enforce access controls 
at the application layer, complementing the broader IAM framework. Integrating 
WAFs with IAM solutions ensures that WAF policies align with user identities, roles, 
and permissions managed by the IAM system. This allows for consistent application 
of access policies, enhances authentication mechanisms (e.g., by enforcing rate 
limits on login pages), and improves the overall security posture by ensuring that 
only authorized and authenticated users can interact with web applications.    

This interconnected approach ensures that WAF data contributes to a holistic view of the 
security landscape, enabling more informed decision-making, automated responses, and 
a stronger overall defense against cyber threats. 

7. Cost-Benefit Analysis and Risk Mitigation 

7.1 Quantifiable and Qualitative Benefits 

The deep integration of Web Application Firewalls in public safety environments yields a 
multitude of benefits, both quantifiable and qualitative, that significantly outweigh the 
associated costs. 

• Enhanced CJIS Compliance: WAFs directly contribute to meeting numerous CJIS 
Security Policy requirements, particularly those related to access control, data 
integrity, confidentiality, and auditability. This proactive compliance reduces the risk 
of audit failures and associated legal or financial penalties.    

• Reduced Breach Risk: By acting as a robust Layer 7 defense, WAFs block common 
web-borne attacks (e.g., SQL Injection, XSS, DDoS) before they can compromise 
applications or sensitive CJI. This significantly lowers the likelihood and impact of 
data breaches, which can be immensely costly in terms of financial losses, legal 
settlements, and operational downtime.    

• Improved Resilience Against Advanced Threats: WAFs enhance an organization's 
ability to withstand sophisticated and evolving cyber threats, including zero-day 
exploits through virtual patching. Their role in preparing for quantum-powered 
attacks, by potentially managing PQC-enabled traffic and enforcing PQC adoption 
policies, builds long-term resilience against future cryptographic vulnerabilities.    



• Operational Efficiency from Automated Protection: WAFs provide automated, 
real-time protection, reducing the manual effort required to detect and respond to 
application-layer attacks. Their logging capabilities streamline incident response 
and forensic analysis, leading to faster issue resolution and reduced production 
incidents.    

• Increased Public Trust: Demonstrating a strong commitment to protecting 
sensitive criminal justice information through advanced security measures like 
WAFs helps public safety agencies build and maintain trust with the public. Citizens 
expect their sensitive data to be safeguarded, and robust security practices 
reinforce this confidence.    

7.2 Investment and Operational Costs 

While the benefits are substantial, implementing and managing WAFs involves various 
investment and operational costs that agencies must consider: 

• Acquisition Costs: These vary significantly based on the deployment model. 
Hardware appliances for network-based WAFs involve substantial upfront capital 
expenditure. Cloud-based WAFs, like AWS WAF, typically operate on a 
consumption-based pricing model, charging per web access control list (web ACL), 
per rule, and per million web requests processed. Additional features like bot 
control or fraud control incur extra costs.    

• Deployment Costs: This includes the effort and resources required for initial setup, 
configuration, and integration with existing infrastructure. For network-based WAFs, 
this might involve physical installation and network reconfigurations. For cloud-
based WAFs, it involves configuring rules, integrating with cloud services, and 
potentially setting up hybrid environments.    

• Ongoing Management: Continuous WAF policy tuning is essential to minimize false 
positives and negatives, which requires dedicated staff time. Regular updates to 
WAF signatures and rules are necessary to keep pace with evolving threats. 
Monitoring WAF logs and integrating with SIEM/SOAR systems also contributes to 
ongoing operational overhead.    

• Training: Personnel need training on WAF functionalities, policy management, 
threat intelligence interpretation, and incident response procedures related to WAF 
alerts. 

• Potential Performance Overhead: While WAFs are designed for high performance, 
complex rule sets, SSL/TLS inspection, and high traffic volumes can introduce 



latency or become a bottleneck if throughput capacity is not adequately planned. 
This necessitates careful capacity planning and potentially additional resources to 
maintain desired application performance. High availability configurations, while 
beneficial for resilience, also add to costs.    

7.3 Mitigating Risks of Non-Adoption 

Failing to adopt advanced security measures, such as deep WAF integration, carries severe 
and cascading consequences for public safety agencies: 

• CJIS Audit Failures: Non-compliance with CJIS Security Policy requirements can 
lead to audit failures, resulting in significant fines and legal actions. Agencies could 
face penalties, loss of contracts, and mandated remediation plans.    

• Data Breaches: Without a WAF, web applications remain highly vulnerable to 
common and sophisticated attacks, dramatically increasing the risk of data 
breaches. Such breaches can lead to substantial financial losses, including legal 
settlements and the costs associated with incident response, forensic analysis, and 
recovery. The average cost of a data breach can be millions of dollars.    

• Reputational Damage: A cybersecurity incident or data breach severely tarnishes 
an organization's reputation, eroding public trust and confidence. For public safety 
agencies, this can lead to a decline in public cooperation, loss of credibility, and 
long-term damage to their standing within the community.    

• Long-Term Vulnerability to Quantum Attacks: Ignoring the emerging quantum 
threat means that data encrypted today, especially CJI with long retention 
requirements, could be easily decrypted in the future by quantum computers. This 
creates a silent, long-term liability, where sensitive information could be 
compromised years after its initial capture, leading to future breaches and legal 
ramifications that are difficult to detect or mitigate proactively.    

The consequences of non-adoption extend beyond financial penalties to include 
operational disruptions, potential loss of critical intellectual property (e.g., investigative 
techniques), and internal upheaval within the organization. The investment in WAFs, 
therefore, represents a proactive risk mitigation strategy, safeguarding not only data but 
also the operational integrity and public trust vital to public safety missions.    

To provide a comparative overview of WAF deployment models in the context of public 
safety, the following table highlights key considerations: 



Feature / 
Capability 

Network-Based 
(Appliance) 

Host-Based 
Cloud-Based 
(Public/Private/BYOC) 

Infrastructure 
Control 

Full control over 
hardware/software    

High control at 
server level 

Minimal (Public Cloud) to 
Full (BYOC)    

Data 
Residency 
Control 

Full control (on-
premises)    

Full control (on-
premises) 

Limited (Public Cloud) to Full 
(Private/BYOC)    

Performance 
Latency 

High throughput, but 
can be bottleneck if 
undersized    

Can impact server 
performance; 
highly optimized 
for single app 

Generally scalable, but 
complex rules/SSL 
inspection can add latency    

Scalability 
Limited by physical 
infrastructure; requires 
upgrades 

Scales with each 
server; 
management 
overhead for many 
servers 

High elasticity and on-
demand scaling    

Resilience 
Requires redundancy 
planning by agency 

Requires host-level 
redundancy 

High inherent resilience and 
global coverage    

Integration 
Requires network 
integration with existing 
infrastructure 

Integrated directly 
into server/app 

Good with cloud services; 
hybrid requires careful 
planning    

Acquisition 
Cost 

High upfront capital 
expenditure 

Software license 
per host; less 
upfront than 
appliance 

Consumption-based (pay-
as-you-go)    

Operational 
Cost 

High (maintenance, 
dedicated staff) 

Moderate 
(management per 
host) 

Moderate (managed service, 
but ongoing fees)    

CJIS 
Compliance 
Fit 

Excellent for strict 
control/residency 

Good for granular 
application control 

Public Cloud: Challenges for 
data residency; 



Feature / 
Capability 

Network-Based 
(Appliance) 

Host-Based 
Cloud-Based 
(Public/Private/BYOC) 

Private/BYOC: Excellent for 
control/compliance    

Technical Debt 
Mgmt. 

Can provide virtual 
patching for legacy 
apps    

Can provide virtual 
patching for legacy 
apps 

Can provide virtual patching 
for legacy apps    

Table 2: Comparative Analysis of WAF Deployment Models for Public Safety 

8. Conclusion & Recommendations 

The analysis presented in this whitepaper underscores a strategic imperative for public 
safety agencies: the deep integration of Web Application Firewalls is no longer merely an 
option but a foundational necessity. WAFs are critical for achieving and maintaining 
stringent CJIS compliance in the immediate term, while simultaneously fortifying defenses 
against the profound, long-term threat posed by quantum-powered cyberattacks. Their 
ability to protect web applications at Layer 7, mitigate common vulnerabilities, and provide 
granular logging directly addresses core CJIS requirements for data integrity, 
confidentiality, and auditability. Furthermore, as the world transitions to post-quantum 
cryptography, WAFs are poised to play an evolving role in managing and enforcing new 
cryptographic standards, ensuring crypto-agility and future resilience. 

Based on this comprehensive examination, the following actionable recommendations are 
provided for public safety agencies: 

• Conduct a Thorough Risk Assessment of Web-Facing Applications: Agencies 
must begin by identifying all public-facing and internal web applications that handle 
Criminal Justice Information. A detailed risk assessment should then be performed 
to identify specific vulnerabilities (leveraging frameworks like the OWASP Top 10) 
and to understand the potential impact of their exploitation on CJI and critical 
operations. This assessment will inform WAF deployment priorities and policy 
tuning. 

• Prioritize WAF Implementation with a Focus on CJIS Compliance: Implement 
WAFs as a critical component of the cybersecurity architecture for all web 
applications handling CJI. The deployment should follow a phased approach, 
starting with baseline traffic analysis, rigorous testing in non-production 
environments, and gradual policy enforcement. Ensure WAF policies are 



meticulously tuned to directly map to CJIS Security Policy requirements for access 
control, auditing, system protection, and configuration management, thereby 
strengthening compliance posture. 

• Develop a Roadmap for Quantum-Readiness, Including Crypto-Agility: 
Acknowledge the "harvest now, decrypt later" threat and its particular relevance to 
CJI's long-term retention. Agencies should develop a clear roadmap for transitioning 
to Post-Quantum Cryptography (PQC), incorporating the concept of crypto-agility 
into their long-term security strategy. This roadmap should outline how WAFs will 
evolve to support PQC-enabled TLS connections, potentially inspect PQC traffic, 
and act as a policy enforcement point for PQC adoption across web applications as 
NIST standards mature and vendor solutions become available. 

• Invest in Skilled Personnel and Continuous Training: The effectiveness of WAFs 
and the success of quantum-readiness initiatives depend heavily on human 
expertise. Agencies must invest in recruiting, training, and retaining skilled 
cybersecurity professionals who understand WAF operation, policy tuning, 
DevSecOps principles, and the nuances of quantum cryptography. Continuous 
training programs should be established to keep personnel abreast of evolving 
threats, technologies, and compliance requirements. 

• Foster a Culture of Security Throughout the Organization: Security is a shared 
responsibility. Agencies should cultivate a robust culture of security that extends 
beyond the IT department to all personnel who interact with CJI. This includes 
regular security awareness training (as mandated by CJIS), promoting collaboration 
between development, security, and operations teams (DevSecOps), and 
embedding security considerations into every stage of the application lifecycle. This 
holistic approach ensures that technology, policy, and human behavior collectively 
contribute to a resilient and compliant public safety environment. 

By proactively embracing deep WAF integration and strategically preparing for the quantum 
future, public safety agencies can not only meet their immediate CJIS compliance 
obligations but also build a resilient, future-proof security posture that safeguards critical 
information and upholds public trust for generations to come. 
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